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PE CUONG MON HOC
CTT404 — Ma hoa Mat ma

1. THONG TIN CHUNG

(Huwong dan: md ta cdc théng tin co ban ciia mon hoc)

Tén madn hoc (tiéng Viét): M4 hoa — Mat ma
Tén mén hoc (tiéng Anh): Cryptography 1
M4 s6 mdn hoc: CTT404
Thuoc khéi kién thic: Chuyén nganh
Sé tin chi: 4

S6 tiét ly thuyét: 45

S6 tiét thuc hanh: 30

S6 tiét tu hoc: 90
Cac mon hoc tién quyét Nhap mon 1ap trinh

2. MO TA MON HQC (COURSE DESCRIPTION)

(Huéng dan: mét doan van mé ta tém tat vé néi dung cia mon hoc)

M6n hoc nham gitip sinh vién linh hoi cac kién thic co ban vé céc hé thdng ma héa mat ma nhu hé ma
cong khai, hé ma bi mat, ham bam va ma dong... Sinh vién c6 thé ap dung céc kién thirc nay dé xay
dung giai phap cho cac yéu cau vé bao mat nhu xéac thyuc, kiém soét truy cap... Thém vao do, mon hoc
ciing gidp sinh vién rén luyén thém cac ki ning lam viéc nhom, ciing nhu tu duy, giai quyét van dé 1
cach doc 1ap va st dung cac thuat ngir tiéng Anh trong linh vire ma héa... Sinh vién ciing c6 thé hinh

thanh y thirc trach nhiém lién quan dén an toan thong tin.

3. MUC TIEU MON HQC (COURSE GOALYS)
(Huwéng dan: Liét ké cac muc tiéu mon hoc, tir 5-8 muc tiéu ¢ mize do tong quat. Sir dung dong tir

Bloom ¢ mitc dg nhoém. M4i muc tiéu mdn hoc dirot mapping véi chudn dau ra cap chwong trinh)
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Sinh vién hoc xong mén hoc nay cé kha nang :
CbR CDIO

Muc tiéu M@ ta (mikc tong quét )

cua chwong trinh

Gl Bi€t cach lam vi¢c & mirc dg ca nhan va cong tdc nhom dé giai | 1.1.1,2.1, 2.2, 4.2,
quyet cac bai toan ma hoa bang tay hoac bang may. 511 512

G2 Su dur)g k¥ ning ngoai ngir: hiéu cac thuat ngir, doc dugc tai 1.1.1,1.2.2,24
ligu tieng Anh.

G3 Xay dung tu duy phan tich va phan bién. 2.1,2.3,4.1,4.2

G4 Hiéu 6 va ap dung duoc céc kién thic co ban ciaméd héamat | 1.1.1,1.2.2, 2.1.1,
m‘a, baf) matﬂthor)g t\ln, E:ac\he,: thong ma, mot s6 hé ma co ban, 212 213 511,
ham bam mat ma va ma dong.

53.1,6.1.1

G5 Ung dung kién thtc vé MH-MM dé xay dung loi giai cho bai 1.2.1,2.14,5.1.1,
toan chung thyuc va bai toan kiém soat truy cap. 531 6.1.1

G6 Ap dung ki ndng 1ap trinh va s dung cac cong cu ung dung ha | 1.2.1,1.3.4,2.1.2,
tang khda cong khai vao cac bai toan cu thé. 511 531, 6.1.1

G7 Biét bao vé an toan thong tin cia minh va khéng xam hai théng 31 331 332

tin clia ngudi/to chire khac.

4. CHUAN PAU RA MON HQC

(Hwoéng dan: M0 ta chi tiét cac chudn dau ra cia mon hoc. Ung véi méi muc tiéu ¢ myuc phia trén co
thé ¢6 1 hay nhiéu chudn dau ra chi tiéz. Panh ma sé chuan dau ra mon hoc & Cdp 2 twong 1¥ng Véi moi
muC tiéu mdn hoc. Mize do dwoc thé hién bang céc ky hiéu I-Introduce, T-Teach va U-Utilize. Cac déng

tir md td dwoc sir dung tir cde dong tir chi tiét cua Bloom cho mite dé twong irng — xem thém bang céac

dgng tir Bloom chi tiét cho nganh ky thugt.)
Mb ta (Mikc chi tiét - hanh dong) Mire @6 (1/T/U)

G1.1 | boc lap nghién ciu, tu phat trién, ty thich nghi. I

Gl.2 Thanh lap, t6 chac, van hanh va quan ly nhom. U
G1.3 Tham gia thao luan, tranh luan theo nhém trén chi dé mén hoc. U
Gl4 U

Giai c4c bai tap ma hoa bang tay hoic bang may theo nhom.

G2.1 Biét, hiéu thuat ngir tiéng Anh chuyén nganh caa mén hoc. I

G2.2 Doc hiéu tai liéu tiéng Anh lién quan dén céc bai giang. I

G3.1 Xay dung tu duy phan tich giai quyét cac van dé bao mat co ban. |
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G3.2 Thao luan, tranh luan, phan bién, phé phan trén co s& ly luan TU
khoa hoc.
G4.1 Hiéu rd cac kién thirc co ban cua ma hoa mat ma va bao mat -
thdng tin.
G4.2 Hiéu rd cac kién thie vé cac hé théng ma cong khai va mot sb T
hé ma cong khai co ban.
G4.3 Hiéu rd cac kién thire vé cac hé théng ma bi mat va mot sb hé T
ma bi mat co ban.
G44 | Tim hidu, st dung, tdy bién mot ha théng ma héa mat ma thong T
thuong.
G4.5 Y LA s < Ap
Hiéu r6 cac kién thirc vé ham bam mat ma. T
G46 | Hiéu rd cac kién thirc vé he ma dong. T
G5.1 Ung dung kién thirc vé ma hoa mat ma dé xay dung 1oi giai cho U
bai toan chiing thyc.
G5.2 Ung dung kién thic vé ma hoa mat ma dé xay dung 16i giai cho U
bai toan kiém soét truy cap.
G6.1 Str dung cac cdng cu va ung dung ha ting khda cong khai. U
G6.2 T
Lap trinh chuyén dung trong ma hoa.
G7.1 G e 2 A R " S
Y thuc bao vé an toan thong tin cua minh. IT
G7.2 | Khang xam hai thong tin cia ngudi/td chic khéc. T

5. KE HOACH GIANG DAY LY THUYET

(Hwoéng dan: M ta chi tiét qua trinh giang day theo tirng chu dé: tén chu dé, danh sach c&c chudn dau

ra chi tiét fiwong 1ing véi moi chu dé, cac hoat dong day va hoc goi ¥, cac hoat dong danh gid néu co)

Tén cha dé Chuan Hoat dong day/ Hoat dong
diura  Hoat dong hoc (goi V) danh gia

1 | Gidi thiéu vé ly thuyét thong tin G1.2, G2.1, | Thuyét giang
G2.2,G4.1,
G7.1,G7.2
2 | Ma hoa cong khai G1.1, G1.3, | Thuyét giang BT#1
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G114, G2.1, | Thao luan
G2.2,G3.2,
G4.2,G4.4

3 | M4 d6i xting (symmetric G1.1, G1.3, | Thuyét giang BT#2

cryptography) G1l.4,G2.1, | Thao luan

G2.2, G4.3,
G4.4

4 M@ x&c thuc thong diép (message G1.1, G1.3, | Thuyét giang

authentication codes) G114, G2.1, | Thao luan

G2.2, G3.1,
G3.2,G4.2,
G7.1,G7.2

5 | Ham bam G1.1, G1.3, | Thuyét giang BT#3
G1.4,G2.1, | Thao luan
G2.2.G4.5

6 | Madong G1.1, G1.3, | Thuyét giang
G114, G2.1, | Thao luan
G2.2,G4.6

7 | Céc tinh chat bao mat G1.1, G1.3, | Thuyét giang
G114, G2.1, | Thao luan
G2.2,G3.1,
G3.2,G4.1,
G7.1,G7.2

8 | Ching thuc va Kieém soat truy cap | G1.1, G1.3, | Thuyét giang BT#4
G114, G2.1, | Thao luan
G2.2,G3.1,
G3.2, G5.1,
G5.2, G7.1,
G7.2

9 | Hatang khoa cong khai (PKI) G1.1, G1.3, | Thuyét giang BT#5
G1.4, G2.1, | Thao luan
G2.2, G3.1,
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G3.2, G6.1,
G6.2, G7.1,
G7.2
10 | Ontap G1.1, G3.1, | Giai bai tap
G4 ->G7

6. KE HOACH GIANG DAY THUC HANH (néu c6)

(Hwong dan: M0 ta tiwong tw nhue ké hoach giang day ly thuyét. Cac chu dé duwoc liét ké tuan tu va céc

chudn dau ra, hoat dong giang day va danh gid twong 1ng cho ting chu de.
Lueu y: doi véi hinh thitc theee hanh 12 hinh thitc 2 — nghia la GVTH khéng Ién 16p thi ¢6 thé ghi trong

hoat déng day & hoc la “thdo ludn va trd loi thac mdc trén dién dan mén hoc”)

Chuan

dau ra

Hoat dong day/

Hoat dong hec (ggi y)

Hoat dong
danh gia

Hé ma khoa cbng khai

Gl.1, G1.3,
G1.4, G2.1,
G2.2,G3.2,
G4.2,G4.4

Thao luan va tra loi
thac mic trén dién dan

mon hoc.

BT#1

Hé ma khéa bi mat

Gl.1, G1.3,
G1.4, G2.1,
G2.2,G4.3,
G4.4

Thao luan va tra loi
thac méc trén dién dan

mén hoc.

BT#2

Ham bam

Gl.1, G1.3,
G1.4, G2.1,
G2.2.G4.5

Thao luan va tra loi
thac méc trén dién dan

mén hoc.

BT#3

| N| o o1

Kiém soét truy cap/Chir ki dién tir

Gl.1, G1.3,
G1.4, G2.1,
G2.2, G3.1,
G3.2, G5.1,
G5.2, G7.1,
G7.2

Thao luan va tra loi
thac méc trén dién dan

mén hoc.

BT#4

9
10

PKI/CA

G1.1, G1.3,
G1l.4, G2.1,

Thao luan va tra loi

thac méc trén dién dan

BT#5

DPé cuong mén hoc Thong ké may tinh va éng dung

Trang 5/7



& 4 ™ Truong Pai hoc Khoa Hoc Ty Nhién, PHQG-HCM A
) . 7 cdio
2 - 7 Khoa Cong Ngh¢ Thong Tin U,

TP.HO CHIMINH

G2.2,G3.1, | mdn hoc.
G3.2, G6.1,
G6.2, G7.1,
G7.2

7. PANH GIA
(Hwéng dan: M6 ta cac thanh phan bai tdp, bai thi, do dan... ding dé danh gid két qua cua sinh vién khi

tham gia mdn hoc nay. Bén canh méi nhom bai tdp, bai thi... can ¢6 ti 1é % diém tiwong 1ing)

Céc chuan
M6 ta (goi y) diuradwoc  Tilé (%)

danh gia
BT Bai tap 50%

BT#1 G1l.1, G1.3, 10%
Gl.4,G2.1,
G2.2, G3.2,
G4.2,G4.4
BT#2 | HE ma khda bi mat Gl.1, G1.3, 10%
Gl.4,G2.1,
G2.2,G4.3,
G4.4
BT#3 | Ham bam Gl.1, G1.3, 10%
Gl.4,G2.1,
G2.2.G45
BT#4 | Kiém soat truy cap/Chir ki G1.1, G1.3, 10%
dién tor Gl.4,G2.1,
G2.2,G3.1,
G3.2, G5.1,
G5.2, G7.1,
G7.2
Gl.1, G1.3, 10%
Gl.4,G2.1,
G2.2, G3.1,
G3.2, G6.1,

Hé ma khoa céng khai

BT#5 | pkiica

Pé ciong mén hoc Théng ké may tinh va ing dung Trang 6/7



c KHo,
a0 4
N

§ " Trudng Pai hoc Khoa Hoc Tu Nhién, PHQG-HCM .~ d
k < 3
) - s Khoa Cong Nghé Thong Tin "«.,C 10
G6.2, G7.1,
G7.2
LTCK | Thi ly thuyét cudi ky Van dap G1.1, G2 -> |50%
G7

8. TAINGUYEN MON HOQC
Giao trinh

Tai ligu tham khao
Nhap Mon Tin Hoc Ly Thuyet. Tinh Toan Va cac Otomat. Arto Salomaa, Viethamese
translation of Computation and Automata published by Nha Xuat Ban Khoa Hoc Va Ky Thuat,
Hanoi, 1992.
Public-Key Cryptography, Arto Salomaa, Second, Enlarged Edition. Springer-Verlag, Berlin,
Heidelberg, New York, x+271 pp, 1996.
Cryptography: Theory And Practice, Third Edition, Douglas Stinson, Chapman and
Hall/CRC, 2005
Handbook of Applied Cryptography, Menezes, P. van Oorschot, S. Vanstone, CRC Press.
Tai nguyén khéac
Visual Studio .NET

9. CAC QUY PINH CHUNG
e Sinh vién can tuan thi nghiém tdc c&c ndi quy va quy dinh cia Khoa va Truong.
e Sinh vién khong dugc vang qué 3 budi trén tong sb cac budi hoc Iy thuyét.
e DA4i véi bit ky su gian 1an nao trong qué trinh 1am bai tap hay bai thi, sinh vién phai chiu moi

hinh thire ky luat cua Khoa/Trudng va bi 0 diém cho mén hoc nay.
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